NETWORK PROTOCOLS LAB THREE DR. LAYTH &. HASSNAWI

Lab 3
Constructing Wireless Network

1. What is the meaning of Wireless Connection?

Wireless is an adjective that describes any network or device that does not need a wired
connection to transmit information or perform tasks. Instead of physical wires (copper
or optical fiber), wireless networks and devices use light waves or radio frequencies to

function.

2. Wireless Networks

Wireless networks use radio waves to connect devices such as laptops to the Internet, the
business network and applications. When laptops are connected to Wi-Fi hot spots in public
places, the connection is established to that business’s wireless network.

There are four main types of wireless networks:

> Wireless Local Area Network (LAN): Links two or more devices using a wireless
distribution method, providing a connection through access points to the wider
Internet.

> Wireless Metropolitan Area Networks (MAN): Connects several wireless LANS.

> Wireless Wide Area Network (WAN): Covers large areas such as neighboring
towns and cities.

> Wireless Personal Area Network (PAN): Interconnects devices in a short span,
generally within a person’s reach.

Wireless Devices
There are many types of wireless devices such as smartphones, tablet, WIFI computers,
and WIFI printers. All wireless devices use wireless media to send and receive data

Aim of This Lab
» The aim of this Lab is to show how to construct wireless network and how to
configure wireless devices using cisco packet tracer.
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> After this Lab, the Student can know how to work with wireless networks and how
to configure it by using cisco packet tracer.

Experiment Procedure

1. Design the network which consist of
a) PC.
b) Wireless Router.
c) Wireless Access Point.
d) Laptop.
e) Tablet.
f) Smartphone.
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Figure 1

Requirements:

1. Connect laptop to the access point.
2. Connect tablet to the access point.
3. Connect smartphone to the router.
4. Connect the PC to the router using wire.
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1. Configure the wireless router

e Click on the router and go to Config.

DR. LAYTH &. HASSNAWI

B Wireless RouterDd

Physical Config GUI

GLOBAL

Settings Global Settings

Algorithm Settings

Display Name i
INTERFACE play Wireless Router0

Internet
LAMN
Wireless

e Select Wireless form the left side menu

¥ wireless Routerd

FPhys=ical Config GUI

GLOBAL
Settings Wireless Settings

Algorithm Settings

INTERFACE SSID

|Defau|t

Internet
LAMN
Wireless

Channel

Authentication

@) Disabled O WEP
Key

O WPA-PSK

Pass Phrase

O wea O weraz
RADIUS Server Settings
IP Address
Shared Secret
Encryption Type Disabled

O WPAZ-PSK
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a) Give name to the SSID of the router.
b) Select the security method

c) Give password

d) Remove the screen

B Wireless Routerd — O >

Physical Config GUI

GLOBAL
Settings Wireless Settings
Algorithm Settings
INTERFACE S5ID [ro
Internet Channel 6 v
LAN N
= Authentication
Wireless
O Disabled O wep
Key
O WPA-PSK ® WPAZ-PSK
Pass Phrase [12345678
O wea O wpaz

RADIUS Server Settings
IP Address

Shared Secret

Encryption Type AES -

e Select the GUI from the router Main Menu as shown below

< ? Wireless Router)

Phy=ical Config GuUI

LiNKSYS®

A Division of Ciszo Systems. Inc.

Firmware Version: v0.93.3
Wireless-N Broadband Router WR

_ _ Acce Applications
n
Stup Setup | Wireless Security Restrictions & Gaming
T

=) A Riouting

Administration Sitd
Basic Satup DDMNS

Internet Setup

Automatic Configuration - DHCP -
Internet

Connection type

Optional Settings Host Name:
(required by some
internet service
providers)

Domain Name:

MTU: =] size: 1500
P Address: [192 |.[188 .0 [ [1 |
Router IP
Subnet Mask: |255.255.255.0 -
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a) From the SETUP make the DHCP Auto as show up
b) From the WIRELESS make the broadcast enable as shown below

¢) Go to the end and press save

? Wireless Router(

Phys=ical Config GuUI

LiINKSYS®

A Division of Cisza Systems. Inc.

Setup Wireless
Basic Wireless Settings

Wireless

Security

Firmwware Wersion: v0.03.2
Wireless-N Broadband Router WR

Applications
B Gaming

Access
Restrictions

Administration sy

Basic Wireless
Settings

MNetwork Mode:
MNetwork Mame (SSID):
Radio Band:

Wide Channel:

Standard Channel:

SSID Broadcast:

Mixed -

[ro

Auto =
Auto =~z

1- 2.412GHz =

@® Enabled ) Disabled

2. Configure the Access Point
e Click on the access point

e From the top menu select the Config
e From the left side menu select port 1

Encryption Type

B Access PointD — O P
Physical Config
GLOBAL
Settings Port 1
INTERFACE Port Status on
Port 0 SSID Default |
=i Channel 6 -~
Authentication
@ Disabled O WEP
Key
) WPA-PSK O WPAZ-PSK
Pass Phrase
Disabled -
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e Put SSID name to the access point

e Select the security method

e Put the password
o Exit

3. Configure the laptop
e Click on the laptop

B pccess Pointd — [} =
Physical Config
GLOBAL ~
Settings Port 1
INTERFACE Port Status = on
Port 0 SSID APO
EIRE Channel 6 -
Authentication
O Disabled O wEepP
Key
O WPA-PSK ® WPAZ-PSK
Pass Phrase [10101010 |
Encryption Type |AE5 - |

e Select Desktop from the top menu

‘B Laptopd

Physical Config Desktop Custom Interface

| L —— = | oom | | e
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e Select PC wireless

® | aptop0d

Physical Config Desktop

LINKSYS'

A Division of Cisco Systems, Inc.

Link Information

LAB THREE

Custom Interface

No association with access point

O
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e Select connect and make refresh

#® Laptop0

Physical Caonfig Desktop

LINKSYS

A Divigion of Cisco Systems, inc.

Link Information Connect

Below is a list of available wireless networks. To search for more wireless networks, click
the Refresh button. To view more information about a network, select the wireless network
name. To connect to that network, click the Connect button below.

Custom Interface

Wireless Mode Infrastructure
Network Type Mixed BfG/MN
Radio Band  Auto

Security WPAZ-PSK

MAC Address O000B.BED0.6306

Notebook Adapter

Wireless Network Monitor v1.0

meceiio. WPGI0DON
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e Choose the access point SSID name and click connect

B | aptopd - O X

Physical Config Desktop Custom Interface

LINKSYS'

A Divisian of Cscn Systems, i

WPA2-Personal Needed for Gonnection

This wireless network has WPAZ-Personal enabled. To connect 1o this network, entér the required
passphrase in the appropriate field below. Then click the Connect button.

m WPAZ-Personal - | Please select the wireless security method used by your
existing wireless network.

N MNotebook Adapter Wireless Network Monitor v1.0 meeino. WPGI0ON

e Enter the password of the access point and click connect you will see
that the laptop connect to the access point as shown below

- y o/

BCO TabletPC-FT
Tablet PCO
—
.
Linksys-WRTg0O0M
Wireless Routag0
Y
N\ \\\\\‘ aptop-FT
\ \\\\\ Laptop0
N\ \\\\\
\ e
PDA-PT \ -
Pda0 N
e

AccessPoint-PT
Access Pointd
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4. Configure the tablet
e Click on the tablet and select config from the top menu

¥ Tablet PCO — ] bd

Physical Config Desktop Custom Interface

GEORAR Global Settings
Sstings Display N [Tablet PCO
: = isplay Name |Table
Algorithm Settings play
Firewall Gateway/DNS
IPV6 Firewall @® DHCP
INTERFACE X
- o Static
Wireless0
Gateway
DNS Server

Gateway/DNS IPvE
() DHCP

() Auto Config

(@ Static

IPVE Gateway | |

IPvE DNS Server | |

o Select wireless from the left side menu
e Give the name of access point and the password

¥ Tablet PCO — O b

Physical Config Desktop Custom Interface

GLOBAL L]
Settings Wireless0
Algorithm Settings Port Status on
Firewall Bandwidth 54 Mbps
1PV Firewall MAC Address 0050.0FC2.C6AB | SSID APO |
INTERFACE Authentication
Wireles=0
O Disabled
O wep Key
O WPA-PSK ® WPA2-PSK Pass Phrase (10101010
O wpA O wpA2
User ID
Password
Encryption Type AES -

IP Configuration

®) DHCP O static
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